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Introduction

This document has been created as a repository for best practices and tips focused on recognizing and responding to
communication errors when using tags in VBA within RSView SE. Specifically it covers how to recognize potential
situations where communication events can affect intended actions in VBA, as well as how to arrange code to allow
alternate code paths should an action or item be unavailable due to same.

This document also discusses an example of one of many potential methods for implementing retries of Tag and Tag
Group actions should a communication error during operation. Through methods like this multiple attempts of an
action can be made before determining if an alternate code path is required for an error condition.

This document does not cover specific responses to these conditions. Each end application can vary dramatically in
what it would consider an appropriate response. Methods and sample code provided must be reviewed and tested to
determine appropriate suitability.

This document is intended to be a living document; to be updated with suggestions and examples recognized to have
a best practices element to be shared with others.

Tag Object communication error handling fundamentals

When developing an application’s VBA code for use in RSView SE graphic displays, it is important to consider and
prepare to respond to any disruptions that could occur while using Tag and Tag Group objects. The setting of a value,
reading a current value, adding a tag to a group and other operations by themselves do not guarantee success.
Communication bottlenecks, offline controllers, busy servers, user rights, or other influences can result in errors
through these operations. At minimum when coding it should be considered what alternate code path should be
executed should the Tag or Tag Group action fail at any instance it is performed. Not handing these situations can
also result in unpredictable operation. If no or incorrect error is used, possible lockup of the VBA engine on the
client can occur in some circumstances.

While “an appropriate response or code path” to an incident can vary from installation to installation, the tools
available to make the decisions are all the same. The state of the overall running system, VBA’s asserted
Err.Number, returned Quality codes, Tag last error codes, and string lists of affected tag names can all be used as
advisory indicators to determine an appropriate response, as well to help decide if subsequent attempts should be
made.
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Basic error handling responses

The following are examples of various tag and tag group actions. Each is shown with a basic code example
showing how its error conditions can be evaluated.

Reading a tag value and responding to returned errors

This example shows a basic method of monitoring for error conditions while configuring a tag group and reading a
tag. The first subroutine creates a TagGroup object on the loading of a display, adds tags to it, and activates the Tag
Group. The second subroutine reads the value of a tag in the Tag Group. The third performs some housekeeping on
the closing of the display.

Line # | Code
Option Explicit
1
2 Dim WithEvents oGroup As TagGroup
3
4
5 Sub Display_Animationstart()
6
7 On Error Resume Next
8
9 Err.Clear
10
11 If oGroup Is Nothing Then
12
13 Set oGroup = Application.CreateTagGroup(Me.AreaName, 500)
14
15 'Since we are using ‘On Error Resume Next’ need to check if an
16 'error was triggered in creating the group. If so, record and exit.
17 If Err.Number Then
18
19 LogDiagnosticsMessage "Error creating TagGroup. Error: "
20 & Err.Description, ftDiagSeverityError
21
22 Exit Sub
23
24 End If
@ Aiten-Bradiey
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Line# | Code

25

26 oGroup.Add "System\Second"

27

28 oGroup.Add "AnalogTagl"

29

30 oGroup.Active = True 'Activate the tag group

31

32 End If

33

34 End Sub

35

36

37

38 Sub GetTagValue()

39 '"This procedure can be called by an event or other procedure

40

41 On Error Resume Next

42

43 Dim oTag As Tag

44

45 Dim vValue As Variant

46

47 'Need to confirm the tag group exists before trying to use it

48 If Not oGroup Is Nothing Then

49

50 Set oTag = oGroup.Item("AnalogTagl") 'or your tag

51

52 'Make sure its an accceptable tag

53

54 If Err.Value = 0 Then

55

56 Err.Clear

57

58 vValue = oTag.Value

59

60

61 'In this example we only show 2 error state traps. In a section
62 'further in this document, POSSIBLE ERROR CODES TO
63 'CONSIDER, you will find other error conditions you may want to
64 'respond with specific actions in their own ‘Case’ statements
65 Select Case Err.Number

66

67 Case 0:

68 'In reality we would use the LogDiagnostics Message
69 'to report messages rather than a MsgBox as all VBA code is
70 'halted when a message box appears. For this example we
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Line# | Code
71 'will just use a MsgBox for simplicity.
72 MsgBox "AnalogTagl =" & vValue
73
74
75
76 Case tagErrorReadValue:
77 'In some cases, this can be as simple as the initial value
78 'has not been retrieved from the device yet (too soon).
79 "You may instead want to consider a short delay and a retry.
80 MsgBox "Error to reading tag value. Error: " &
81 oTag.LastErrorString
82
83
84
85 Case tagErrorOperationFailed:
86
87 MsgBox "Failed to read from tag. Error: " & Err.Description
88
89
90 Case Else
91
92 'at minimum, report the error
93 LogDiagnosticsMessage "Error occurred!" &
94 "Error# 0x" & Hex(Err.Number) & ", " & Err.Description,
95 ftDiagSeverityError
96
97
98 End Select
99
100 Else
101
102 'If the tag could not be referenced ( ie. it isn't in the tag group, this code will execute)
103 LogDiagnosticsMessage "Error occurred in GetTagValue. Could not assign tag from tag
104 group",
105 ftDiagSeverityError
106
107
108 End If
109
110
111 Else
112 'If the tag group doesn't exist an appropriate response for your
113 'situtation should occur here
114 LogDiagnosticsMessage "Error occurred in GetTagValue. Tag Group does not exist",
115 ftDiagSeverityError
116
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Line# | Code
117 End If
118
119 Set oTag = Nothing
120
121
122 End Sub
123
124 Sub Display Before AnimationStop()
125
126 'housekeeping
127 Set oGroup = Nothing
128
129 End Sub
[0] Mlemﬂrah
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Writing a tag value and responding to returned errors

This example shows a basic method of monitoring for error conditions while configuring a tag group and after
writing a single tag value. The first subroutine creates a TagGroup object on the loading of a display, adds tags to it,
and activates the Tag Group. The second subroutine identifies a tag in the group to write, sets the value, and
evaluates any error conditions returned. The third performs some housekeeping on the closing of the display

Note, the tag group does not need to be active in order to perform tag writes. This is only shown to be consistent with
the other examples in this document.

Line# | Code
1 Option Explicit
2
3 Dim WithEvents oGroup As TagGroup
4
5
6 Sub Display AnimationStart()
7
8 On Error Resume Next
9
10 Err.Clear
11
12 If oGroup Is Nothing Then
13
14 Set oGroup = Application.CreateTagGroup(Me.AreaName, 500)
15
16 If Err.Number Then
17
18 LogDiagnosticsMessage "Error creating TagGroup. Error: "
19 & Err.Description, ftDiagSeverityError
20
21 Exit Sub
22
23 End If
24
25 oGroup.Add "AnalogTagl"
26
27 'If you have other tags that you would be using in this display's code
28 ' and require them at the same update rate as the tag above, add them
29 "in with additional oGroup.Add methods
30 'ie. oGroup.Add "AnalogTag2"...
@ Aiten-Bradiey
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31
32 oGroup.Active = True
33
34 End If
35
36 End Sub
37
38
39 Sub SetTagValue()
40
41 On Error Resume Next
42
43 Dim oTag As Tag
44
45 'Make sure the tag group exists before doing any of this
46 If Not oGroup Is Nothing Then
47
48 Set oTag = oGroup.Item("AnalogTagl") ' pick the tag you want
49 ' to write to
50
51
52 Err.Clear ' Clear out any old errors before try the write
53
54 oTag.Value =10 'set the tag to 10
55
56
57
58 'Test the Error number for the result.
59 'In this example we only show a few error state traps. In a section
60 'further in this document, POSSIBLE ERROR CODES TO
61 'CONSIDER, you will find other error conditions you may want to
62 'respond with specific actions in their own ‘Case’ statements
63 Select Case Err.Number
64
65 Case 0:
66
67 "Write completed successfully... log a message (If desired)
68
69 LogDiagnosticsMessage "Write to tag " & oTag.Name &
70 " was successful."
71
72
73
74 Case tagErrorReadOnlyAccess:
75 'In this example we are using a MsgBox, however in
76 'reality you should log this and/or respond appropriately
77 'with your application’s needs
@ Aen-Braaley
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78 MsgBox "Unable to write tag value. Client is read-only."
79
80
81 Case tagErrorWriteValue:
82
83 If oTag.LastErrorNumber = tagErrorInvalidSecurity Then
84 'In this example we are using a MsgBox, however in
85 reality you should log this and/or respond appropriately
86 'with your application’s needs
87 MsgBox "Unable to write tag value. The current user " &
88 "does not have security rights."
89
90 Else
91 'In this example we are using a MsgBox, however in
92 'reality you should log this and/or respond appropriately
93 'with your application’s needs
94 MsgBox "Error writing tag value. Error: " &
95 oTag.LastErrorString
96
97 End If
98
99
100
101 Case tagErrorOperationFailed:
102
103 'In this example we are using a MsgBox, however in
104 'reality you should log this and/or respond appropriately
105 'with your application’s needs
106 MsgBox "Failed to write to tag. Error: " & Err.Description
107
108
109 End Select
110
111 End If
112
113
114 End Sub
115
116 Sub Display BeforeAnimationStop ()
117
'housekeeping
Set oGroup = Nothing

End Sub
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Managing tag status changes by using a Group_Change event

One common method of detecting and managing a communication disruption is through the use of a tag group event
handler. An event handler can be established to start a procedure should the value or status of a tag in a group
change.

Through running the procedure on this event for an active group of tags on scan it can be determined if good values
cannot be collected and allow for appropriate response relevant to the individual application. The configuration and
procedure for this event handler can be established by running code similar to the example below. It can be hosted in
either a display hidden in the background and always updating (“/ZA” parameter), or as part of a display that is
always shown on the screen such as on a menu or alarm bar graphic.

Note: Try to keep the number tags in the group to a minimum to achieve the monitoring you desire. A change in
value or state for any of the tags in the group will trigger the group’s event procedure. If your application is very
VBA intensive, excessive processing of this code could have an impact on the responsiveness of your other VBA
code as only one procedure can run at any given time.

Line# | Code
1 Option Explicit
2 Dim WithEvents oGroup as TagGroup
3
4 Sub Display AnimationStart()
5 'This routine sets up the tag group upon loading the display
6
7 On Error Resume Next
8
9 Err.Clear
10
11 If oGroup Is Nothing Then
12
13 'This will set the group to be monitored every 500mSec. If slower
14 'monitoring is acceptable, increase this 2nd parameter to reduce load
15
16 Set oGroup = Application.CreateTagGroup(Me.AreaName, 500)
17
18 If Err.Number Then
19
20 LogDiagnosticsMessage "Error creating TagGroup. Error: "
21 & Err.Description, ftDiagSeverityError
22
23 Exit Sub
24
25 End If
@ Aiten-Bradiey
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Line# | Code
26
27 oGroup.Add "AnalogTagl" ' Or name of applicable device tag
28 ' If monitoring additional tags are desired, put here
29 oGroup.Active = True
30
31 End If
32
33 End Sub
34
35
36 Private Sub oGroup_Change(ByVal TagNames As StringList)
37 'This is the procedure that is triggered by a change in tag values or quality
38
39 Dim vTagName As Variant
40 Dim vValue As Variant
41 Dim vTimeStamp As Date
42 Dim vQuality As tagQualityConstants
43 Dim vSubStatus As tagSubStatusConstants
44 Dim vLimit As taglLimitConstants
45 Dim vShouldResume As Boolean
46 Dim oTag As Tag
47
48 On Error GoTo ErrHandler:
49
50 'The Change() event can occur if the tag Value or Quality changes. In
51 'this case we are checking the quality of the tags in the group
52
53
54 'Go through the list of provided tag names. Each of these had its
55 'quality or value changed, or both
56 For Each vTagName In TagNames
57
58 Set oTag = oGroup.Item(vTagName)
59 oTag.GetTagData vValue, vTimeStamp, vQuality, vSubStatus, vLimit
60
61 Debug.Print vTagName & ";" & Now
62
63 'If the tag is reporting back as an empty value, it is considered bad. In
64 'this case an ERR value should have triggered with the GetTagData
65 'method just before this. Another way to do this check is to compare
66 'vQuality with tagQuality
67 If VarType(vValue) = vbEmpty Then
68
69 Call oTagStateBad(vTagName, vSubStatus, oTag.LastErrorString)
70
71 Elself vQuality = tagQualityUncertain Then
@ Aen-Braaley
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Line# | Code

72 Call oTagStateStale(vTagName, vSubStatus, vIimeStamp)
73

74

75 End If

76

77 Next

78

79

80 Set oTag = Nothing

81

82 Exit Sub

83

84

85 ErrHandler:

86

87 vShouldResume = False

88

89 ' Using Select Case,

90 Select Case Err.Number

91

92 Case tagErrorReadValue:

93 '"Tried to read a bad Tag value

94 'in this example case the scope is limited. Let the code continue
95 vShouldResume = True

96

97 Case tagErrorOperationFailed:

98 'Something didn’t work in an overall general fashion - as in???
99 ' Respond accordingly

100 Case Else

101 'at minimum, report the error

102 LogDiagnosticsMessage "Error occurred in oGroupChange ()." & _
103 "Error# 0x" & Hex(Err.Number) & ", " & Err.Description,
104 ftDiagSeverityError

105

106 End Select

107

108 If vShouldResume = True Then

109 Err.Clear

110 Resume Next

111 Else

112 'Housekeeping

113 Set oTag = Nothing

114 End If

115 End Sub

116

117
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Line# | Code

118

119 Sub oTagStateStale(ByVal vWhat As Variant, ByVal vWhy As

120 tagSubStatusConstants, vIimeStamp As Date)

121 'This procedure manages a response to a tag reported as having a

122 'Stale quality

123

124 On Error GoTo ErrHandler

125

126 "Values can go temporarily stale for various reasons due to bandwidth
127 'transitory communication problems and such. If desired to monitor, here
128 'is where you would react to a stale tag. In this case we will just log the
129 "information. In reality these could be nuisance messages.

130

131 LogDiagnosticsMessage "Tag " & vWhat & " has been reported stale." &
132 "SubStatus code (" & vWhy & "), Last Reported :" & vTimeStamp,
133 ftDiagSeverityWarning

134

135 'At this point add in whatever code is relevant to your application

136 "Trigger a special alarm, retry, condition based specific tag name, etc.
137

138 Exit Sub

139

140 ErrHandler:

141

142 LogDiagnosticsMessage "Error occurred in oTagStateStale()." &
143 "Error# 0x" & Hex(Err.Number) & ", " & Err.Description, _
144 ftDiagSeverityError

145 End Sub

146

147 Sub oTagStateBad(ByVal vWhat As Variant, ByVal vWhy As

148 tagSubStatusConstants, vReported As Variant)

149 '"This procedure manages a response to a tag reported as having a

150 'bad quality

151 On Error GoTo ErrHandler

152

153 'Generally a good idea to report it, unless it is an occasionally expected
154 'error, in which case logging it may make this a nuisance.

155

156 LogDiagnosticsMessage "Unable to read value of tag " &

157 vWhat & ". The quality of the value is Bad. Last Reported " &
158 "Error:" & vReported, ftDiagSeverity Warning

159

160 'At this point add in whatever code is relevant to your application

161 "Trigger a special alarm, retry, condition based specific tag name, etc.
162

163 Exit Sub

HOEAWELL
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Line# | Code

164

165 ErrHandler:

166

167 LogDiagnosticsMessage "Error occurred in oTagStateBad()." &
168 "Error# 0x" & Hex(Err.Number) & ", " & Err.Description,
169 ftDiagSeverityError

170 End Sub

171

172 Sub Display Before AnimationStop()

173

174 'Housekeeping

175 Set oGroup = Nothing

176

177 End Sub
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Using RefreshFromSource to verify Tag communication

If communication errors exist for tags, they often can exist at the time they are added to a tag group. By using the Tag
object RefreshFromSource method during the construction of the tag group, an appropriate response can be made
earlier in the operation of the application. The example code below shows a method of checking on the
communication status of individual tags during the creation of a tag group

Line# | Code
1 Option Explicit
2 Dim WithEvents oGroup As TagGroup
3
4 Sub Display AnimationStart()
5 'This routine sets up the tag group upon loading the display
6
7 On Error Resume Next
8
9 Err.Clear
10
11 If oGroup Is Nothing Then
12
13 'This will set the group to be monitored every 500mSec. If slower
14 'monitoring is acceptable, increase this 2nd parameter to reduce load
15
16 Set oGroup = Application.CreateTagGroup(Me.AreaName, 500)
17
18 If Err.Number Then
19
20 LogDiagnosticsMessage "Error creating TagGroup. Error: "
21 & Err.Description, ftDiagSeverityError
22
23 Exit Sub
24
25 End If
26
27 "Note the grouping here here. After adding an item we attempt to pull the current value for that tag
28 " then check to see if it generated an error, launching into an error handler if it did
29
30 oGroup.Add "System\Second" ' Or name of device tag
31 oGroup.Item(oGroup.Count).RefreshFromSource  'Pull a current value. If there is a communications
32 'error, the ERR value will be set
33 If Err.Number Then
34 Call ErrHandler(oGroup.Item(oGroup.Count).Name)
35
@ Aiten-Bradiey
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36 End If
37
38 oGroup.Add "AnalogTagl" ' If monitoring additional tags are desired
39 oGroup.Item(oGroup.Count).RefreshFromSource  'Pull a current value. If there is a communications
40 'error, the ERR value will be set
41 If Err.Number Then
42 Call ErrHandler(oGroup.Item(oGroup.Count).Name)
43
44 End If
45
46 oGroup.Active = True
47
48 MsgBox "Complete!"
49
50 End If
51
52 End Sub
53
54 Sub ErrHandler(ByVal vName As String)
55 '"This shows only a couple of examples of the considered states that can be evaluated. Also in a real
56 'application the use of MsgBox is not recommended as it halts all VBA code until it is closed.
57
58 Select Case Err.Number
59
60 Case tagErrorReadValue:
61 '"Tried to read a bad Tag value
62 MsgBox " Tag " & vName & " was marked as Bad"
63
64 Case tagErrorOperationFailed:
65 'Something didn’t work. Respond in a general fashion
66 MsgBox " Tag " & vName & " did not succeed. The operation failed"
67
68 Case Else
69 'at minimum, report the error
70 LogDiagnosticsMessage "Error occurred in Display AnimationStart(). Tag Name: " &
71 vName & ", Error# 0x" & Hex(Err.Number) & ", " & Err.Description,
72 ftDiagSeverityError
73
74 End Select
75
76
77 Err.Clear
78
79 End Sub
80
81
82
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&3
84
&5
86
87

Sub Display Before AnimationStop()

'Housekeeping
Set oGroup = Nothing

End Sub

VBA Error Handling for Communication Events
Tips & Best Practices Version 1.0
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Using RefreshFromSource to verify Tag Group communication

In a similar manner to the prior example, communication errors for tags can optionally be checked as a collection by
using the RefreshFromSource method on the Tag group rather on individual tags. This solution has the advantage of
providing a list of the tags in error after attempting to put the whole group in scan. However, if it is desired to react
after the first one or two tags in error, the prior method should be used as the example below waits until all tags have
been attempted to be read before resuming code operation. When there are a larger number of tags in error this
method could take longer to respond as it waits for all timeouts.

Line# | Code

1 Option Explicit

2 Dim WithEvents oGroup As TagGroup

3

4

5 Sub Display AnimationStart()

6 '"This routine sets up the tag group upon loading the display

7

8 Dim vListTagsInError As StringList

9 Dim RefreshSuccess As Boolean

10

11

12 On Error Resume Next

13

14 Err.Clear

15

16 If oGroup Is Nothing Then

17

18 'This will set the group to be monitored every 500mSec. If slower

19 'monitoring is acceptable, increase this 2nd parameter to reduce load

20

21 Set oGroup = Application.CreateTagGroup(Me.AreaName, 500)

22

23 If Err.Number Then

24

25 LogDiagnosticsMessage "Error creating TagGroup. Error: "

26 & Err.Description, ftDiagSeverityError

27

28 Exit Sub

29

30 End If

31

32 'Note the grouping here. After adding an item we attempt to pull the current value for that tag

@ Aiten-Bradiey
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33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74

'then check to see if it generated an error, launching into an error handler if it did
On Error GoTo ErrHandler

oGroup.Add "AnalogTagl" ' Or name of device tag
oGroup.Add "AnalogTag2" 'If monitoring additional tags are desired

oGroup.Active = True
RefreshSuccess = oGroup.RefreshFromSource(vListTagsInError) 'Note this will pause VBA
execution until all tags in the
'group have been requested.

If RefreshSuccess = False Then

'The appropriate response logic would be here. This example only identifies an error occured
LogDiagnosticsMessage "TagGroup RefreshFromSource failed", ftDiagSeverityError

End If
End If

Exit Sub

ErrHandler:
LogDiagnosticsMessage "Error occurred in Display AnimationStart()." &

", Error# 0x" & Hex(Err.Number) & ", " & Err.Description,
ftDiagSeverityError

End Sub

Sub Display Before AnimationStop()

'Housekeeping
Set oGroup = Nothing

End Sub

VBA Error Handling for Communication Events
Tips & Best Practices Version 1.0
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Using cascading WritePendingValues to perform retries

WritePendingValues allows for a set of tag objects to be set with pending write values and triggered as a collective
set of writes when all have been loaded with values. This method also provides the ability to retry writes that were
unsuccessful. When a WritePendingValues method has completed, the tags which writes were unsuccessful still
retain their PendingWriteValues, allowing for a second WritePendingValues to occur with only attempts to write the
previously unsuccessful ones.

1 Option Explicit
2 Dim WithEvents oGroup As TagGroup
3
4
5
6 Sub Display AnimationStart()
7 '"This routine sets up the tag group upon loading the display
8
9 On Error Resume Next
10
11 Err.Clear
12
13 If oGroup Is Nothing Then
14
15 'This will set the group to be monitored every 500mSec. If slower
16 'monitoring is acceptable, increase this 2nd parameter to reduce load
17
18 Set oGroup = Application.CreateTagGroup(Me.AreaName, 500)
19
20 If Err.Number Then
21
22 LogDiagnosticsMessage "Error creating TagGroup. Error: "
23 & Err.Description, ftDiagSeverityError
24
25 Exit Sub
26
27 End If
28
29 "Note the grouping here here. After adding an item we attempt to pull the current value for that tag
30 " then check to see if it generated an error, launching into an error handler if it did
31
32 oGroup.Add "AnalogTagl" ' Or name of device tag
33
34
35 oGroup.Item(oGroup.Count).RefreshFromSource  'Pull a current value. If there is a communications
36 'error, the ERR value will be set
37 If Err.Number Then
@ Aiten-Bradiey
il o uu@()
VBA Error Handling for Communication Events Page 21 of 57 K 2 Rockwell

Tips & Best Practices Version 1.0 Automation



38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84

Call ErrHandler(oGroup.Item(oGroup.Count).Name)
End If
oGroup.Add "AnalogTag2" ' If monitoring additional tags are desired
oGroup.Item(oGroup.Count).RefreshFromSource  'Pull a current value. If there is a communications
'error, the ERR value will be set
If Err.Number Then
Call ErrHandler(oGroup.Item(oGroup.Count).Name)
End If
oGroup.Active = True
End If
End Sub
Private Sub WriteValues()
On Error Resume Next
Dim oTag As Tag

Dim WriteSuccess As Boolean
Dim Missedtags As StringList

'Need to confirm the tag group exists before trying to use it
If Not oGroup Is Nothing Then
Set oTag = oGroup.Item("AnalogTagl") 'or your tag
Err.Clear

oTag.PendingWriteValue = 10 ' Or your given value

If Err.Number = 0 then

WriteSuccess = oGroup. WritePendingValues(Missedtags)

If WriteSuccess = True Then

—n

LogDiagnosticsMessage "AnalogTagl=" & oTag.Value, ftDiagSeveritylnfo

@ Aiten-Bradiey
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&5
86
87
88
&9
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
123
124
125
126
127

Else
WriteSuccess = oGroup. WritePendingValues(Missedtags)
If WriteSuccess = True Then

LogDiagnosticsMessage "After Retry, AnalogTagl=" & oTag.Value,
ftDiagSeveritylnfo

Else

LogDiagnosticsMessage "Write Failed. respond accordingly ",
ftDiagSeverityError

End If
End If

Else

'at minimum, report the error

LogDiagnosticsMessage "Error occurred!" &

"Error# 0x" & Hex(Err.Number) & ", " & Err.Description,
ftDiagSeverityError

End If

Else
'If the tag group doesn't exist an appropriate response for your
'situtation should occur here.
LogDiagnosticsMessage "Error occurred in WriteValues. Tag Group does not exist", _
ftDiagSeverityError

End If

End Sub

VBA Error Handling for Communication Events Page 23 of 57
Tips & Best Practices Version 1.0

e

@ Aiten-Bradiey
Cf;—mﬁgr vofder

Rockwell

Automation




128 Sub ErrHandler(ByVal vName As String)
129 '"This shows only a couple of examples of the considered states that can be evaluated. Also in a real
130 'application the use of MsgBox is not recommended as it halts all VBA code until it is closed.
131
132 Select Case Err.Number
133
134 Case tagErrorReadValue:
135 '"Tried to read a bad Tag value
136 LogDiagnosticsMessage " Tag " & vName & " was marked as Bad", ftDiagSeverityError
137
138 Case tagErrorOperationFailed:
139 'Something didn’t work. Respond in a general fashion
140 LogDiagnosticsMessage " Tag " & vName & " did not succeed. The operation failed",
141 ftDiagSeverityError
142
143 Case Else
144 'at minimum, report the error
145 LogDiagnosticsMessage "Error occurred in Display AnimationStart(). Tag Name: " &
146 vName & ", Error# 0x" & Hex(Err.Number) & ", " & Err.Description,
147 ftDiagSeverityError
148
149 End Select
150
151
152 Err.Clear
153
154 End Sub
155
156
157 Sub Display BeforeAnimationStop()
158
159 'Housekeeping
160 Set oGroup = Nothing
161
162 End Sub
163
@ Aen-Braaley
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Examples of a retry mechanism

Summary

There are books filled with different
strategies on how retries can be
managed and this document does not
attempt to cover them all. However,
this is an example flow chart using one
general method of performing retries.

This flowchart is based on just
determining at a high level if the action
was successful or not. From
implementation at run time, it can be
determined if an alternate code path is
required to react to an attempted action
that failed.

VBA Error Handling for Communication Events
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Example code has also been created based on this flow chart for various common Tag / Tag Group
activities and is contained in the module RETRIES.BAS available with this document. It is also listed in
Appendix A for review.

RETRIES.BAS can be added as a VBA module to a given graphic display for use by code within that
display. It may or may not fit your particular environment or requirements. You must ensure any code
added to a production system must be fully tested before introduction to ensure it meets your specific
needs.

In RETRIES.BAS are examples of some potential wrapping functions for common activities - a Tag Write,
a Tag Read, Tag Group Add, Tag Group Write Pending Value, and Tag RefreshFromSource. These
functions allow for a configurable number of retries and retry delays for a given attempt to perform them.

CAUTION: Using his method of a retry mechanism will hold off other VBA code while these functions
attempt their retries. In addition events will be queued during this time. Use retry numbers and delays
settings that are practical and consider overall operation needs. In addition, these routines do not pass back
why a failure may have occurred, they only identify if it was successful or not so that an alternate code path
can be implemented if the attempt did fail.

NOTE: All routines use a common IsCommErrorRecoverable function which is also included as part of
Appendix A. This function is used to record and an error event in the diagnostics log and to determine if a
particular error should be considered worth retrying or not. The classification used may need to also be
modified to suit your particular production environment needs.

D Aiten-Bracies
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Sample ‘Retry’ functions in RETRIES.BAS module

The following are descriptions of the sample functions provided in RETRIES.BAS. They based on the retry logic
provided in the flowchart in the previous section, serving as wrappers around existing functionality.

The example usage code assumes a tag group oGroup has been created and contains tags AnalogTagl and
AnalogTag?2.

TagGroupAddWithRetries

This function attempts to add a Tag to a Tag Group, using retries if needed. If successful, it returns TRUE,
if not it returns FALSE.

The syntax for the TagGroupAddWithRetries function is:
TagGroupAddWithRetries (TagGroup, TagName, ReferenceString , RetryCount, RetryDelay )
Where:
TagGroup is a TagGroup object that will have the tag attempted to be added it.
TagName is a string containing the name of the tag to be added to the group TagGroup.

ReferenceString is an optional string parameter which can be used to show specific tracing
text in error messages logged for failed attempts in order to aid troubleshooting.

RetryCount is an optional long integer parameter to specify the maximum number of retries
that should be used before considering this a fail, should the initial attempt fail. If not
specified, the function will use the value in the constant TagRetriesDefaultRetries. In the
example code as provided, it is set to 3 retries.

RetryDelay is an optional long integer parameter to specify how long in milliseconds should
the function wait between retry attempts. If not specified, the system will use the value in
the constant TagRetriesDefaultRetryDelay. In the example code as provided, it is set to
100 milliseconds.
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TagGroupAddWithRetries Example Usage:

1 Private Sub Button6 Released()
2
3 If Not oGroup Is Nothing Then
4
5 If TagGroupAddWithRetries(oGroup, “AnalogTag3”) = False Then
6
7 MsgBox "not added. Respond accordingly”
8
9 Else
10
11 MsgBox "added"
12
13 End If
14
15 End If
16
17 Exit Sub
18
19 ErrHandler:
20 LogDiagnosticsMessage Err.Description & " ( Error# 0x" & Hex(Err.Number) &
21 "in Display " & Me.FullName & "' - Button6_Released )", ftDiagSeverityError
22
23
24 End Sub
@ Aiten-Bradiey
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TagReadWithRetries

This function attempts to read a value from a tag, using retries. If successful, it returns the value of the tag;
if not successful it returns vbError.

The syntax for the TagReadWithRetries function is:

TagReadWithRetries (oTag, ReferenceString , RetryCount, RetryDelay )

Where:

oTag is a Tag object that references the tag to be read.

ReferenceString is an optional string parameter which can be used to show specific tracing
text in error messages logged for failed attempts in order to aid troubleshooting.

RetryCount is an optional long integer parameter to specify the maximum number of retries
that should be used before considering this a fail, should the initial attempt fail. If not
specified, the function will use the value in the constant TagRetriesDefaultRetries. In the
example code as provided, it is set to 3 retries.

RetryDelay is an optional long integer parameter to specify how long in milliseconds should
the function wait between retry attempts. If not specified, the system will use the value in
the constant TagRetriesDefaultRetryDelay. In the example code as provided, it is set to
100 milliseconds.

@ Aiten-Bradiey
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TagReadWithRetries Example Usage:

O 00 31O\ N B W —

Private Sub Button2 Released()
'Tag Read
On Error GoTo ErrHandler
Dim dtag As Tag
Dim vValue As Variant

Set dtag = oGroup.Item(" AnalogTag2")
"Testing Read
vValue = TagReadWithRetries(dtag, , 5) ‘allow up to 5 retries

If vValue = vbError Then
'the read didnt happen. here's where you put your alternate logic
MsgBox "Read was not successful. Respond accordingly”

Else
MsgBox "The value read was " & vValue

End If
Exit Sub

ErrHandler:

LogDiagnosticsMessage Err.Description & " ( Error# 0x" & Hex(Err.Number) & " in

Display "' & Me.FullName & " - Button2 Released )",
ftDiagSeverityError

End Sub
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TagWriteWithRetries

This function attempts to write a value to a tag, using retries. If successful, it returns TRUE; if not
successful it returns FALSE.

The syntax for the TagWriteWithRetries function is:

TagWriteRetries (oTag, ReferenceString , RetryCount, RetryDelay )

Where:

oTag is a Tag object that references the tag to have the WriteValue sent to it.
WriteValue is the value to be written to the tag.

ReferenceString is an optional string parameter which can be used to show specific tracing
text in error messages logged for failed attempts in order to aid troubleshooting.

RetryCount is an optional long integer parameter to specify the maximum number of retries
that should be used before considering this a fail, should the initial attempt fail. If not
specified, the function will use the value in the constant TagRetriesDefaultRetries. In the
example code as provided, it is set to 3 retries.

RetryDelay is an optional long integer parameter to specify how long in milliseconds should
the function wait between retry attempts. If not specified, the system will use the value in
the constant TagRetriesDefaultRetryDelay. In the example code as provided, it is set to
100 milliseconds.

@ Aiten-Bradiey
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TagWriteWithRetries Example Usage:

1 Private Sub Buttonl Released()
2 On Error GoTo ErrHandler
3 Dim dtag As Tag
4
5 Set dtag = oGroup.Item(" AnalogTag2")
6
7 "Testing Write of value 20 to AnalogTag2
8
9 If TagWriteWithRetries(dtag, 20) = True Then
10
11 MsgBox "Tag written"
12
13 Else
14
15 MsgBox "tag write failed"
16
17 End If
18
19 Set dtag = Nothing
20
21 Exit Sub
22
23 ErrHandler:
24 LogDiagnosticsMessage Err.Description & " ( Error# 0x" & Hex(Err.Number) &
25 "in Display "' & Me.FullName & "' - Buttonl Released )", ftDiagSeverityError
26
27
28 End Sub
@ Aen-Braaley
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TagRFSWithRetries

This function attempts to force a REFRESHFROMSOURCE for a tag in order for it to obtain an updated
value direct from a device, using retries. If successful, it returns TRUE; if not successful it returns FALSE.

The syntax for the TagRFSWithRetries function is:

TagRFSWithRetries (oTag, ReferenceString , RetryCount, RetryDelay )

Where:

oTag is a Tag object that references the tag to have a direct read.

ReferenceString is an optional string parameter which can be used to show specific tracing
text in error messages logged for failed attempts in order to aid troubleshooting.

RetryCount is an optional long integer parameter to specify the maximum number of retries
that should be used before considering this a fail, should the initial attempt fail. If not
specified, the function will use the value in the constant TagRetriesDefaultRetries. In the
example code as provided, it is set to 3 retries.

RetryDelay is an optional long integer parameter to specify how long in milliseconds should
the function wait between retry attempts. If not specified, the system will use the value in
the constant TagRetriesDefaultRetryDelay. In the example code as provided, it is set to
100 milliseconds.

@ Aiten-Bradiey
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TagRFSWithRetries Example Usage:

1 Private Sub Button4 Released()
2 'Tag RefreshFrom Source
3
4 On Error GoTo ErrHandler
5 Dim dtag As Tag
6
7
8 If Not oGroup Is Nothing Then
9
10 Set dtag = oGroup.Item("AnalogTag2")
11
12
13
14 '"Testing RefreshFromSource
15 If TagRFSWithRetries(dtag) = True Then
16
17 MsgBox "Refresh Successful"
18
19 Else
20
21 MsgBox "Refresh did not work. respond accordingly"
22
23 End If
24
25 Set dtag = Nothing
26
27 End If
28
29 Exit Sub
30
31 ErrHandler:
32 LogDiagnosticsMessage Err.Description & " ( Error# 0x" & Hex(Err.Number) &
33 "in Display " & Me.FullName & "' - Button4 Released )", ftDiagSeverityError
34
35
36 End Sub
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TagGroupWPVWithRetries

This function attempts to perform a WRITEPENDINGVALUES for the group specified, using retries if

any individual

writes are not successful in attempts. If successful for all the items with PENDING

WRITEVALUES, it returns TRUE, if not it returns FALSE.

The syntax for the TagGroupWPVWithRetries function is:

TagGroupWPVWithRetries (TagGroup, ReferenceString , RetryCount, RetryDelay )

Where:

VBA Error Handling for Communication Events Page 35 of 57

TagGroup is a TagGroup object that has individual tags with PENDINGWRITEVALUEs
already loaded.

ReferenceString is an optional string parameter which can be used to show specific tracing
text in error messages logged for failed attempts in order to aid troubleshooting.

RetryCount is an optional long integer parameter to specify the maximum number of retries
that should be used before considering this a fail, should the initial attempt fail. If not
specified, the function will use the value in the constant TagRetriesDefaultRetries. In the
example code as provided, it is set to 3 retries.

RetryDelay is an optional long integer parameter to specify how long in milliseconds should
the function wait between retry attempts. If not specified, the system will use the value in
the constant TagRetriesDefaultRetryDelay. In the example code as provided, it is set to
100 milliseconds.
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TagGroupWPVWithRetries Example Usage:

1 Private Sub Button3 Released()
2 "WritePendingValues
3
4 On Error GoTo ErrHandler
5
6 Dim bob As Variant
7
8 If Not oGroup Is Nothing Then
9
10 oGroup.Item("AnalogTag2").PendingWriteValue = 22
11 oGroup.Item("AnalogTagl").PendingWriteValue = 44
12
13 ‘attempts to write pending values and includes a diagnostic string to be used if errors occur.
14 If TagGroupWPVWithRetries(oGroup, "My tracking string ") = True Then
15
16 MsgBox "WritePendingValues successful"
17
18 Else
19
20 MsgBox "WritePendingValues failed. Respond accordingly”
21
22 End If
23
24 End If
25
26 Exit Sub
@ Aiten-Bradiey
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Error codes to consider

Below are several constants available that give a representation of the error codes that can be triggered and the
conditions that should be considered in an error handler. The actual error numbers are shown below in Hexadecimal
format. The use of the constant name in the code is encouraged for readability.

Note there are other trappable error constants for the display client object model. The following ones are commonly

related to tags and tag groups.

Error Constants

HEX(Err.number)

Description

80004005

Action Failed. This is not a
trappable error, but a returned error
value that can be returned from an
HMI or Data Server as
LastErrorNumber. The property
LastErrorString may provide
additional details

tagErrorInvalidSecurity

80040F05

Attempt to write to an HMI tag by a
user whose security level does not
permit them to write to the tag

tagErrorCollectionIndex

80040F01

Collection item corresponding to
index was not found

tagErrorPropertyNotSupported

80040F82

The requested tag property is not
supported by the tag or the server

tagErrorOperationFailed

80040F02

The operation failed. The error
message will contain a the error
code and a text description

tagErrorReadOnlyAccess

80040F04

Attempt to write a tag value or
values when the RSView SE Client
is in Read-only mode (configured or
licensed)

VBA Error Handling for Communication Events
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Error Constants HEX(Err.number) | Description
tagErrorReadValue 80040F80 Unable to read a tag value because
of a server error
tagErrorTagNotFound 80040F00 Unable to add the tag to the
collection because the tag name was
not found
tagErrorUnableToCreateGroup 80040489 The specified tag group could not
be created
tagErrorUpdateRate 80040F03 Invalid (i.e., negative) update rate
specified
tagErrorWriteValue 80040F81 Unable to write a tag value because
of a server error
[c] Men—BraL:lley
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Tag Quality constants

The along with the value of a tag, the context of the values’ quality can be considered by checking against a tag
object’s Quality property. The following constants can be returned by the Quality property.

Constant Quality | Description
Value

tagQualityBad 0 The quality of the tag is Bad. The SubStatus property

returns a value that gives additional information about why

the quality is Bad.
tagQualityUncertain 1 The quality of the tag is Uncertain. The SubStatus property

returns a value that gives additional information about why

the quality is Uncertain.
tagQualityGood 2 The quality of the tag is Good. The SubStatus property

returns a value that might give additional information about

the value.

[0} Men—BraL:lley
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Tag Quality SubStatus constants

Usually the Tag Quality status information above is sufficient to aid in deciding a course of action in VBA code.
However in some cases additional information can be obtained to assist in determining an appropriate action. In
some cases OPC servers can provide additional state information that may be passed through to the client VBA as

SubStatus codes.

Before using SubStatus codes in a project it is recommended you test to verify the particular OPC server you intend
to use supports the expected error code for the conditions you intend to monitor. Support for these codes vary as it is
the OPC server and end equipment that return these codes to the object model.

Below is the list of constants that can be returned by the SubStatus property and their standard meaning:

Constant

SubStatus
Value

Description

tagSSBadNonSpecific

The value is Bad but no specific reason is
shown.

tagSSBadConfigError

There is some server-specific problem
with the configuration. For example, the
item in question has been deleted from
the configuration.

tagSSBadNotConnected

The input is required to be logically
connected to something but is not. This
quality might indicate that no value is
available at this time, and a possible
reason could be that the value has not
been provided by the data source.

tagSSBadDeviceFailure

A device failure has been detected.

tagSSBadSensorFailure

A sensor failure has been detected. The
Limits property can provide additional
diagnostic information in some
situations.
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Constant

SubStatus
Value

Description

tagSSBadLastKnownValue

Communications have failed but the last
known value is available.

tagSSBadCommPFailuer

Communications have failed and there is
no last known value available.

tagSSBadOutOfService

The block is off scan or otherwise
locked. This quality is also used when
the active state of the item or the group
containing the item is not Active.

tagSSBadUncertainNonSpecific

There is no specific why the value is
uncertain.

tagSSUncertainLastUsableValue

Whatever was writing this value has
stopped doing so. The returned value
should be regarded as stale. This error is
associated with the failure of some
external source to write the value within
an acceptable period of time.

tagSSUncertainSensorCalibration

10

Either the value has been pegged at one
of the sensor limits, in which case the
Limit property should be set to 1 or 2, or
the sensor is otherwise known to be out
of calibration via some form of internal
diagnostics. In this case the Limit
property should be set to 0.

tagSSUncertainEngUnitsExceeded

11

The returned value is outside the limits
defined for this parameter.

tagSSUncertainSubNormal

12

The value is derived from multiple
sources and has less that the required
number of Good sources.

VBA Error Handling for Communication Events
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Constant SubStatus | Description
Value
tagSSGoodNonSpecific 13 The value is good. There are no special
conditions
tagSSGoodLocalOverride 14 The value has been overridden. Typically

this means that the input has been
disconnected and a manually-entered
value has been forced

References

e RA Technote G102842138 - Recommendations For Writing Visual Basic for Applications in RSView SE:
e  http://msdn.microsoft.com/vba/ - Microsoft’s VBA homepage
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